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Campus Identity

Abuse Scenarios



To foster discussion around identity abuse issues, we have prepared some starting point scenarios and questions. These events illustrate some of the campus scenarios where identity abuse might occur. The questions are simply a starting point for our discussions. Please do not hesitate to raise other issues and insights you might have related to the scenarios. 

1.  But I Know I Can Trust Him!

Susie Proph was planning a nice long summer break from the day-to-day rigors of teaching and her administrative duties as an assistant dean. As an anthropology professor, she tried to take a field trip each summer. Many summers, she took students with her, but this summer, the trip was on her own to the Amazon River. She couldn't quite figure out how to get her laptop to connect to the university network from a river raft, so she made plans while she was gone to be sure her electronic mail didn't go unanswered. She gave her electronic mail login name and password to Dan, the administrative assistant she shared with the other assistant deans. Dan was a long-time employee—responsible, trustworthy, and conscientious. Susie could trust him to know which mail messages to answer, which to leave for her return, and which to forward to others for a reply.

Discussion Questions:


1. What are the potential negative and positive outcomes of this situation?


2. Are there any times when this is an appropriate way to manage your work?


3. What might be alternative approaches to accomplish the same goals? Are there current technological or non-technological approaches that could be used?


2.  You Said It Was Anonymous!

Bob was really enjoying the class on sociological issues in the 20th century. It was his first teaching appointment after a long graduate student career. As he learned in his college teaching class, he wanted to be sure to encourage the class to provide feedback on how things were going. He set up a discussion board in the course management system to receive feedback. Because he wanted the students to feel free to be honest, he allowed anonymous postings. After class had been in session for four weeks, so he reminded them to go to the discussion board to post their feedback. Several days later, he remembered to check the board and was furious when he read three messages that had just been posted the previous day. One of the messages viciously attacked his approach to class, the second message was highly critical of several of the women in class, and the third message ranted about several of the sensitive topics they had been discussing—it contained inappropriate language and an abusive tone. He was unsure if the messages came from the same person or three different students. He immediately asked the technology support center to help identify who had sent the messages.

Discussion Questions:


1. If a faculty member allows anonymous discussion forum postings, should he or she be allowed to access the log records? Why or why not?

2. How can Bob know that one of the participants in the forum sent the message?

3. If you receive a signed “anonymous” review, do you assume that the signature is real?

4. Should communication software include the ability to allow anonymous postings? If so, should faculty make use of it in classes?

3.  I Thought It Was from You!

“Ding”…your email client reminds you that a message has just arrived. You have been waiting for a message from one of your students about an assignment. Sure enough, it is from your student but you are puzzled when you see the subject line…it is a reply to a message that was sent earlier in the semester and is not related to the assignment you are working on. When you open the message, you quickly recognize the message as the result of a probable worm or virus that is creating fake mail using the subject line of messages that have been previously sent.

Discussion Questions:


1. Are there other ways that electronic mail addresses can be used as abuse?

2. Virus protection software, filtering, and patches after vulnerabilities are discovered are the current means for managing viruses and worms. How should software vendors manage the issue of mail viruses and worms? 

3. When computers are shared, as in a graduate student carrel or library kiosk, novice users may inadvertently open infected mail messages. Should logs be kept to track down individuals who might infect the school systems and other users?


4. What is a student’s responsibility for electronic mail management in a course?

4.  Wait A Minute! I Posted That!
Brad, the student body president campaign chairperson, is really frustrated. The discussion board that was set up to provide a means of debate on the issues has gotten out of hand. According to some friends, pranksters from his fraternity have been putting up inappropriate postings. He comes to you and says, “The problem is I really don’t know who is who. If I start removing postings, where does it end? If people post as each other, and if they use fake information, how will I know the truth? It seems like a slippery slope, and I am not sure how to handle the situation. That is why I have not (yet?) removed the ‘fake’ postings. 

Discussion Questions:

1. What would you suggest Brad do and why would you recommend that approach?


2. What are the implications of fake identities in communication forums? Does it really matter?


3. How can a faculty member manage postings that stray from the intent of discussions without violating freedom of speech?


4. What are other ways that discussion forums might allow identity abuse?
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