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Background and Introduction

Background and Introduction

m Internet intrusion detection

m Intrusions become a large problem in Internet
m Detection methods (see McHugh (2001))

m Pattern matching : Signature based-misuse method
m Anomaly Detection

m Anomaly Detection

m “Normal” traffic
m Network anomalies

m Statistical Outlier Detection
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Background and Introduction

Internet Traffic Data

m Features of data collected at a single location
m packet count, byte count, etc. at a given time interval

m time series of counts

10ms Byte-Count data, 13:00 -15:00 April, 10, 2002, UNC main Internet Link
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m UNC Internet Data Study Group
m Spikes, other possible anomalies
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Background and Introduction

Outliers in Time Series

m Outlier Types
m Additive Outlier, Innovation Outlier, Level Shift, Variance

Change, etc.
m Fox (1972), Tsay (1988), etc.

m Previous Detection methods

m Tsay (1988), Chang et al. (1988)
m Robust Time Series Estimation
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Background and Introduction

Internet Traffic Data (continued)

m Time series collected in Internet
m Self-similarity (Willinger et al, 1996)

m Long range dependence (Leland et al, 1994)
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Background and Introduction

Applicability of Previous Method to Internet traffic

m Don't apply
m Internet time series are Long Range Dependent

m Classical time series - Short Range Dependent

m Internet time series are more bursty
m Natural artifacts of LRD might be misidentified

m Multi-scale property
m Normal traffic has self-similartiy

m Anomalies exist in different time scales (Barford et al, 2002).
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Background and Introduction

Motivating example - One UNC bytecount trace
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Background and Introduction

Time series at different scales

1 2 3 4 5
Time (10s)

m y(k) ~ k=2 His called Hurst parameter
m Selfsimilarity Z(at) < at Z(t)

m Average estimation of Hurst parameter H>.9
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Background and Introduction

Time series at different scales
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Background and Introduction

Time series at different scales
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Background and Introduction

Anomaly detection for the Internet

m Multiscale approach is important
m View all scales
m Kernel methods
m Wavelet methods
m Simple aggregation

m Multiple features

m Different anomalies are described by different features,
(Lakhina et al, 2004).

m Port Scan : flow counts
m ALPHA: Byte count or Packet count

m Combination of features (Terrell and Zhang et al, 2005)
m Simplest case : one feature

m Detection goal : close to real time.

University of North Carolina at Chapel Hill

MultiResolution Anomaly Detection for Long Range Dependent Time Series

Non-Overlapping Window Aggregation

Method

Simple aggregation methods

m Non-Overlapping Window Aggregation

m Sliding Window Aggregation
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Non-Overlapping Window Aggregation

m natural way to form time series of different scales

m good statistical feature for time series in different scales
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m Aggregate time scales at scale L:

L
Y. (i) = %Z Ya((i — 1)L + )
=1

Yl(]-)’ Y1(2)a Y1(3)7 Y1(427 Y1(5)7 T

Y2(1),  Ya2(2),

/
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Method

Sliding Window Aggregation

m one location, different scales
m only past information used.

m can be implemented online

University of North Carolina at Chapel Hill

MultiResolution Anomaly Detection for Long Range Dependent Time Series

Sliding Window Aggregation

m Aggregate time scales at scale L:

vii)== Y %0)

j=i—L+1
ie.,

Yi(i— L—1),Ya(i — L), Ya(i — L+1),---, Ya(i — 1), Y4 (i)
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Yi(i)
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Common underlying statistical test

Non-overlapping window aggregation

HEEEEEEEEEEE

Sliding window aggregation
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MRAD outlier map

Original data
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Theoretical properties

MRAD threshold outlier map Formulating the problem

1000} m Description of the problem
g 800 ' m Yi(/) - the ith observation, finest scale,
g °° | ' Y. (i) - the corresponding observation at scale L.
5 :oaw m Target: whether Y;(/) is an outlier or not
00 l I . . . .
| | | m Naive rejection region at Scale L:
g 1 2 3 4 5 & 7
ime s .
ks R:\YL(7)] > Cy
ifh
= ]
) | . . .
210 | }l [ m MRAD rejection region
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R: mEX|YL(i)| > CM
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Theoretical properties Theoretical properties

Expected theoretical properties

Theoretical properties

m Model setting

m Let Yi(i) = X1(V) + 0li[a,n)

m More conservative Xi1(i) - fractional Gaussian noise,

m CM > C,, at a given significance level a.

v(k)

Hurst parameter - H.

1, ,
5 Uk =127 [+ 127 — 2k}
m fewer false alarms at a given scale

m Larger power on average over scales H hes ]
m Theorem proven: 2-scale MRAD procedure | Hypothesis t-estm-g )
m Conjecture: more scales m For the j-th time point,

HQ : Yl(l) = Xl(l), VS. Hl : Yl(l) = Xl(l) + )
i.e., to test whether the ith observation has a mean level shift.
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Theoretical properties

Theoretical properties

MRAD is more conservative

The MRAD procedure

m Multi-scale time series

m {Yi(i)} - the time series at the finest scale
{YL()} - scale L

S Vil — 1)L+ ]
YL(i) = =

LH

m Rejection Region

R - max | Y (i)| > cM
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Theoretical properties

Two-scale MRAD procedure

Proposition

For a 2-scale MRAD method, let C be the testing threshold of
significance level o, we have

CM _ CO . ¢(C0)C(§H2
« 2V1 —

as L — oo. Here Cp = ¢~1 (H'— Vzl_a)

Idea of Proof

Use Taylor series of bivariate normal distribution, as scale grows up.

L2H=1) 4 o[ 2(H-1)y,
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If Po(UL{|YL(i)| > CM}) = o, and Po(|YL(i)| > C.) = c, we have
cM>C,.

Proof.
Due to the fact that {|Y.(i)| > CM} < U{|Y.(i)| > CM}, we have
L

P{VL()l > Gy <P (U{\YL(")I > C(XM}> = P{IYL(Nl > G,

L

which yields that C, < CM. O
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Theoretical properties

Two-scale MRAD procedure (continued)

Let

Bap = Pr(max|Yi(i)] > cMh,
B = Pi(|Y1(7)] > Gal),
B = Pi(|Ye(i)| > Gal).

For any 6 > 0, there exists ag > 0 and Ls > 0, when o € (0, ay)
and L > L§, the following inequality holds:

B+ 6L
>H2
B,L) = >
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Theoretical properties

Two-scale MRAD procedure (continued)

Idea of Proof

The power at scale 1 and L are given by

B1=1—[9(Cy—6)—P(—C, —9)],
Br=1-[®(Co—pr) — P(—Co — p1)]-
where 1) is the mean under the alternative hypothesis.

When K = (b — a) and ¢ are fixed, let L — oo, we have p — 0,
pwr — 0, and

BL=a+O(L™?"),
By =1-[0(C—6) —d(—C— d)]VI—a+ O(L™H),
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Theoretical properties

Asymptotic threshold for m-scale MRAD

Theoretical properties

Two-scale MRAD procedure (continued)

Idea of Proof (cont.)

Define f(c,§) as the leading term of 231 1y — (61 + (L) It can be
proven that
0f(a, o)
Oa
and f(a,d) =0 when a = 0.
The above leads to that, for any § > 0, there exists ag, such that
for any o € (0, a5), we have

|a—>0+ > 07

f(o,0) >0,

hence the theorem holds.
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Theoretical properties

Theorem
Let M, = max Y. (i) for a m-scale MRAD procedure, M, has a
limiting distribution of the double exponential type

P{am(My — by) < x} — exp(—e ™) as m — oo,
with

log | log 4
am =+/2logm, and by, =anm— L ogg;—l— °¢ 7T.
m
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Asymptotic threshold for m-scale MRAD (continued)

m Remarks:

m P(M,, < x) — ®"(x), when m — oo (here ®(x) is the cdf of
N(0,1)).

m significance level - «,
Asymptotic threshold: G = &~1((1 — a/2)¥/™).

m multiple testing in the scale space: Bonferroni test threshold:
Cp =711 — a/2m).
(1—a/2)Y"=1—a/2m— (m—1)a?/(8m?) + o(a?)
— Cév’ < Cp. i.e., larger power than the Bonferroni
procedure.
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Theoretical properties Simulation

Asymptotic threshold for m-scale MRAD (continued) Simulation - fGn + local mean level shift
Idea of Proof
m {Yi()HL=1,---,m) is also a stationary process m Background - fGn
m The autocovariance function mH=.9n=25
. _ m Starting point of the level shift
Yh(k) = Cov(Y1(i), Yit1(7)) = 2~ U(0,24)
= oo m This simulation a = 5644.
h—kH H(2H — 1) m Duration of the level shift

= H[p=M)=k 4 5~ > HEH=2) 4 o(RH(H2)), m K ~ exp()), where \ = 4000 (= 12%)

m This simulation K = 6465.

acf decays exponentially. m 100 different realizations.

m Use the results in Berman (1964) (see also Leadbetter et al.
(1983)) to prove this theorem.
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Simulation Simulation

The MRAD map for one realization Simulation evaluation of the MRAD method

4 m True Outlier Proportion

: m False Discovery Rate
* 0

. m False Negative Rate

4 . . | . | | m Total Discovery Rate

5000 10000 15000 20000 25000 30000 . .
e m Outlier Proportion

10 ]

s \ \ \1||| I|H ”| '1”! ”” a K |d0| TOP FDR | FNR TDR | OP
5 ” "N] | 1 I , i mm w ) I‘ i 44 | 6465 | 1| 19.73% | 5.36% | 0.08% | 94.64% | 20.80%
Doy

: ' " I || ‘|| | "” "'H Il \I”|"”"‘|‘|”' ‘IWHH HH

Table: Summary of simulation evaluation over 100 realizations
5000 10000 15000 20000 25000 30000
Time
1 DDDD‘DDDDD 0 3173‘10505 0 DAEE‘DDZEJ 0 DDZE‘QQ?E
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Simulation Discussion

More Evaluations Summary

a | K [4] TOP | FDR [ FNR | TDR |OP | = MRAD method and MRAD outlier map
10223 | 11835 | 1 | 36.11% | 1.26% | 0.26% | 98.74% | 36.41%
9572 | 4407 |1 | 13.45% | 6.47% | 0.25% | 93.53% | 14.17%
3173 | 4491 | 1| 13.71% | 6.35% | 0.03% | 93.65% | 14.62% a Empirical evaluation of our method

Table: More simulation evaluations
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Discussion Discussion

Future work

Real trace evaluation

H Robust estimation of H and normalization. Tha n kSI
Other background setting ’
B Other types of outliers

H Other way to form multi-scale time series

@ Multiple Comparison in the time domain

Spatial extreme value theory
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Discussion

Other work in my thesis

Functional Singular Value Decomposition
New visualization methods for PCA and SVD
Different types of mean for a data matrix
Comparisons of different types of SVD.

Applications
m Internet traffic data set
m Chemometrics data set
m Demographic data set
see Zhang et al (2006) JCGS accepted. Won 2005 Student

paper award.
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