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tWireless Sensor Networks have emerged as a new information-gathering paradigm based on the 
ollaborative e�ort of a large numberof sensing nodes. This paper des
ribes the appli
ation of neural net-work te
hnology in the problem domain of sensor data fusion. The�rst se
tion of this paper introdu
es and reviews the problems pre-sented by sensor fusion. The se
ond se
tion provides the ba
kgroundon neural-network and sensor data fusion. The subsequent se
tiondis
usses the domains where neural-network is applied for sensor datafusion varying as widely as intelligent waste-water management to mil-itary surveillan
e. We provide a model for wide-area surveillan
e usingNeural Network based Sensor Data Fusion. We also dis
uss how fuzzymodi�
ations to arti�
ial neural networks 
an improve the 
on�den
elevel of sensor fusion. 1



1 Introdu
tionWireless Sensor Networks have emerged as a new information-gathering paradigmbased on the 
ollaborative e�ort of a large number of sensing nodes. In su
hnetworks, nodes deployed in a remote environment must self-
on�gure with-out any a priori information about the network topology or global view.Nodes will a
t in response to environmental events and relay 
olle
ted andpossibly aggregated information through the dynami
ally formed multi-hopwireless network in a

ordan
e with desired system fun
tionality.These networks 
an form the basis for many types of smart environmentssu
h as smart hospitals, battle�elds, earthquake response systems, and learn-ing environments. A set of appli
ations, su
h as biomedi
ine, hazardousenvironment exploration, environmental monitoring, military tra
king andre
onnaissan
e surveillan
e are the key motivations for the re
ent resear
he�orts in this area.Compa
t, portable, and inexpensive systems 
apable of qui
kly identi-fying 
ontaminants in the �eld are of great importan
e when monitoringthe environment. One approa
h is to 
ombine a sensor array with a neuralnetwork. One advantage of this approa
h is that most of the intense 
om-putation takes pla
e during the training pro
ess. On
e the neural networkis trained for a parti
ular task, operation 
onsists of propagating the datathrough the neural network.The quantity and 
omplexity of the data 
olle
ted by sensor arrays 
anmake 
onventional analysis of data diÆ
ult. ANNs, whi
h have been used toanalyze 
omplex data and for pattern re
ognition, 
ould be a better 
hoi
efor sensor data analysis. A 
ommon approa
h in sensor analysis is to buildan array of sensors, where ea
h sensor in the array is designed to respond toa spe
i�
 analysis.
2



2 Ba
kgroundWe divide this se
tion into two parts, providing ne
essary ba
kground onSensor Data Fusion and Neural Networks respe
tively:2.1 Sensor Data FusionThe task of sensor data fusion involves integration of numerous data streams,originating from separate sensors, into a 
onsistent model that represents thepertinent highlevel features of the ta
ti
al environment and then to presentan assessment of their signi�
an
e. In the 
ontext of a typi
al modern survel-lian
e environment, the data to be "fused" might 
onsist of surveillan
e,re
onnaissan
e and intelligen
e information as well operational and environ-mental data. A problem 
entral to many data fusion systems is the need forrapid a
quisition and interpretation of the information.In a potentially hostile situation the time taken to perform this assess-ment is severely limited and a rapid and a

urate response is vital. Thetask of data fusion in a military and surveillan
e appli
ations is 
ompli
atedby the additional problem of de
eption. As with 
onventional systems thein
oming data may be subje
t to noise, interferen
e, ambiguity and 
ontra-di
tion but in military and surveillan
e appli
ations the data may be subje
tto deliberate de
eption by an enemy. This may take a number of di�erentforms whi
h a robust system must be 
apable of handling in an "intelligent"way.
2.2 Neural NetworksArti�
ial Neural Networks (ANNs) is an abstra
t simulation of a real ner-vous system that 
ontains a 
olle
tion of neuron units 
ommuni
ating withea
h other via axon 
onne
tions. Su
h a model bears a strong resemblan
eto axons and dendrites in a nervous system. The M
Cullo
h-Pitts model ofneuron des
ribes it as a binary devi
e with ea
h neuron has a �xed thresholdlogi
. This model was derived from the works of John von Neumann, MarvinMinsky, Frank Rosenblatt, and many others.3



Hebb postulated, in his 
lassi
al book The Organization of Behavior, thatthe neurons were appropriately inter
onne
ted by self-organization and that"an existing pathway strengthens the 
onne
tions between the neurons". Heproposed that the 
onne
tivity of the brain is 
ontinually 
hanging as anorganism learns di�erent fun
tional tasks, and that 
ells assemblies are 
re-ated by su
h 
hanges. By embedding a vast number of simple neurons in anintera
tive nervous system, it is possible to provide 
omputational power forvery sophisti
ated information pro
essing. 1
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Figure 1: Illustrating Neural Network Model2.2.1 Supervised and Unsupervised Neural NetworksNeural networks are typi
ally 
lassi�ed in terms of their 
orresponding train-ing algorithms: �xed-weights networks, unsupervised networks, and super-vised networks. There is no learning required for the �xed-weight networks,so a learning mode is supervised or unsupervised.4



� Supervised Learning Rules: Supervised learning networks havebeen the mainstream of neural model development. The training data
onsist of many pairs of input/output training patterns. Therefore, thelearning will bene�t from the assistan
e of the tea
her. Given a newtraining pattern, say, (m+1)th, the weights may be updated as follows:w(m+1)ij = w(m)ij + Æw(m)ijThe following s
hemati
 illustrates the supervised learning approa
h:2
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Figure 2: Illustrating Supervised Neural NetworkFigure:� Unsupervised Learning Rules: For an unsupervised learning rule,the training set 
onsist of input training patterns only. Therefore, thenetwork is trained without bene�t of any tea
her. The network learnsto adapt based on the experien
es 
olle
ted through the previous train-ing patterns. Typi
al examples are the Hebbian learning rule, and the
ompetitive learning rule. 5



A simple version of Hebbian learning rule is that when unit i and unitj are simultaneously ex
ited, the strength of the 
onne
tion betweenthem in
reases in proportion to the produ
t of their a
tivations.As an example of 
ompetitive learning, if a new pattern is determinedto belong to a previously re
ognized 
luster, then the in
lusion of thenew pattern into that 
luster will a�e
t the representation (e.g., the
entroid) of the 
luster. This will in turn 
hange the weights 
hara
ter-izing the 
lassi�
ation network. If the new pattern of ios determined tobelong to none of the previously re
ognized 
luster, then the stru
tureand the weights of the neural network will be adjusted to a

ommodatethe new 
lass (
luster).Here is a typi
al s
hema of an unsupervised system, Figure: 3
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Figure 3: Illustrating Unsupervised Neural NetworkA fuzzi�ed neural network approa
h [1℄ based on a fun
tion of failedsensor is also found to be e�e
tive.6



3 Appli
ations of Neural Networks in SensorFusionNeural Networks have been vastly applied in the �eld of Sensor Fusion. Inthis se
tion we dis
uss various appli
ations of Neural Networks in SensorData Fusion:3.1 Autonomous Mobile RobotsIn an autonomous mobile robot, it is essential that the robot represents itslo
al environment. The lo
al environment representation 
an be used fora
hieving lowlevel obsta
le avoidan
e, for maintaining a global representa-tion of environment and for determining the position of the robot in su
h aglobal representation. The robot typi
ally a
quires su
h a representation ofits lo
al environment by the use of its sensors.However, measurements made by sensor are un
ertain, erroneous and in-
omplete and the outputs of multiple sensors must be fused to obtain a morereliable representation. The key issue in sensor fusion is the 
onversion ofthe sensor data to a 
ommon \sensor language" before the a
tual fusion isperformed. This 
onversion involves modelling of the sensors' error 
hara
-teristi
s.At �rst the sensor's performan
e was modelled with standard mathemat-i
al models but it has been generally a
knowledged that these models arenot suÆ
iently a

urate. Therefore, several algorithms were devised to learnthese models in a 
alibration phase. Neural network approa
h is found to bee�e
tive for learning of inverse sensor models. The main advantages of thisapproa
h are that the sensor model remains adaptive both to 
hanges in theerror 
hara
teristi
s of the sensor and to 
hanges in the environment, whi
halso in
uen
e the performan
e of a sensor.The network is trained by using supervised approa
h. The main problemis how the learning samples for the network 
an be obtained. The network7




an be trained with learning samples that do not spe
ify the desired outputof the network dire
tly, but instead 
ontain outputs whose expe
ted valuesequal the desired outputs of the network. Su
h samples 
an indeed be pro-vided for by the robot.
3.2 Intrusion dete
tionIntrusion dete
tion s
hemes 
an be 
lassi�ed into two 
ategories: misuse andanomaly intrusion dete
tion. Misuse refers to known atta
ks that exploitthe known vulnerabilities of the system. Anomaly means unusual a
tivityin general that 
ould indi
ate an intrusion.If the observed a
tivity of a userdeviates from the expe
ted behavior, an anomaly is said to o

ur. Misusedete
tion 
an be very powerful on those atta
ks that have been programmedin to the dete
tion system. However, it is not possible to anti
ipate all thedi�erent atta
ks that 
ould o

ur, and even the attempt is laborious.Some kind of anomaly dete
tion is ultimately ne
essary. One problemwith anomaly dete
tion is that it is likely to raise many false alarms. Unusualbut legitimate use may sometimes be 
onsidered anomalous. The 
hallenge isto develop a model of legitimate behavior that would a

ept novel legitimateuse. It is diÆ
ult to build su
h a model for the same reason that it ishard to build a 
omprehensive misuse dete
tion system: it is not possibleto anti
ipate all possible variations of su
h behavior. The task 
an be madetra
table in three ways:1. Instead of general legitimate use, the behavior of individual users in aparti
ular system 
an be modelled. The task of 
hara
terizing regularpatterns in the behavior of an individual user is an easier task thantrying to do it for all users simultaneously.2. The patterns of behavior 
an be learned for examples of legitimate use,instead of having to des
ribe them by hand-
oding possible behaviors.3. Dete
ting an intrusion real-time, as the user is typing 
ommands, isvery diÆ
ult be
ause the order of 
ommands 
an vary a lot. In many8




ases it is enough to re
ognize that the distribution of 
ommands overthe entire login session, or even the entire day, di�ers from the usual.3.2.1 The NNID SystemThe NNID anomaly intrusion dete
tion system is based on identifying a le-gitimate user based on the distribution of 
ommands she or he exe
utes.This is justi�able be
ause di�erent users tend to exhibit di�erent behavior,depending on their needs of the system. Some use the system to send andre
eive e-mail only, and do not require servi
es su
h as programming and
ompilation. Some engage in all kinds of a
tivities in
luding editing, pro-gramming, e-mail,Web browsing, and so on. However, even two users thatdo the same thing may not use the same appli
ation program. For example,some may prefer the vi editor to ema
s, favor pine over elm as their mailutility program, or use g

 more often than 

 to 
ompile C programs. Also,the frequen
y with whi
h a 
ommand is used varies from user to user.The set of 
ommands used and their frequen
y, therefore, 
onstitutes aprint of the user, re
e
ting the task performed and the 
hoi
e of appli
ationprograms, and it should be possible to identify the user based on this infor-mation. It should be noted that this approa
h works even if some users havealiases set up as shorthand for long 
ommands they use frequently, be
ausethe audit log re
ords the a
tual 
ommands exe
uted by the system. Userspriva
y is not violated, sin
e the arguments to a 
ommand do not need tobe re
orded. That is, we may know that a user sends e-mail �ve times a day,but we do not need to know to whom the mail is addressed. Building NNIDfor a parti
ular 
omputer system 
onsists of the following three phases:1. Colle
ting training data: Obtain the audit logs for ea
h user for a periodof several days. For ea
h day and user, form a ve
tor that representshow often the user exe
uted ea
h 
ommand.2. Training: Train the neural network to identify the user based on these
ommand distribution ve
tors.3. Performan
e: Let the network identify the user for ea
h new 
ommanddistribution ve
tor. If the networks suggestion is di�erent from thea
tual user, or if the network does not have a 
lear suggestion, signal an9



anomaly. The parti
ular implementation of NNID and the environmentwhere it was tested is des
ribed in the next se
tion.3.2.2 ExperimentsThe NNID system was built and tested on a ma
hine that serves a parti
ularresear
h group at the Department of Ele
tri
al and Computer Engineeringat the University of Texas at Austin. This ma
hine has 10 total users; someare regular users, with several other users logging in intermittently. Datawas 
olle
ted on this system for 12 days, resulting in 89 user-days. Insteadof trying to optimize the sele
tion of features (
ommands) for the input, wede
ided to simply use a set of 100 most 
ommon 
ommands in the logs, andlet the network �gure out what information was important and what super-
uous. Intelligent sele
tion of features might improve the results some butthe 
urrent approa
h is easy to implement and proves the point.In order to introdu
e more overlap between input ve
tors, and thereforebetter generalization, the number of times a 
ommand was used was dividedinto intervals. There were 11 intervals, non-linearly spa
ed, so that the rep-resentation is more a

urate at lower frequen
ies where it is most important.The �rst interval meant the 
ommand was never used; the se
ond that it wasused on
e or twi
e, and so on until the last interval where the 
ommand wasused more than 500 times. The intervals were represented by values from 0.0to 1.0 in 0.1 in
rements. These values, one for ea
h 
ommand, were then 
on-
atenated into a 100-dimensional 
ommand distribution ve
tor (also 
alleduser ve
tor below) to be used as input to the neural network. The standardthree-layer ba
k-propagation ar
hite
ture was 
hosen for the neural network.The idea was to get results on the most standard and general ar
hite
tureso that the feasibility of the approa
h 
ould be demonstrated and the resultswould be easily repli
able. More sophisti
ated ar
hite
tures 
ould be usedand they would probably lead to slightly better results. The input layer
onsisted of 100 units, representing the user ve
tor; the hidden layer had 30units and the output layer 10 units, one for ea
h user.
10



3.3 Multisensor Surveillan
eIn realisti
 surveillan
e s
enarios, it is impossible for a single sensor to seeall areas at on
e, or to visually tra
k a moving obje
t for a long period oftime. Obje
ts be
ome o

luded by trees and buildings and sensors themselveshave limited �elds of view. A promising solution to this problem is to usea network of video sensors to 
ooperatively monitor all obje
ts within anextended area and seamlessly tra
k individual obje
ts that 
annot be viewed
ontinuously by a single sensor alone. Some of the te
hni
al 
hallenges withinthis approa
h are to:1. A
tively 
ontrol sensors to 
ooperatively tra
k multiple moving obje
ts;2. Fuse information from multiple sensors into s
ene-level obje
t repre-sentations;3. Monitor the s
ene for events and a
tivities that should trigger furtherpro
essing or operator involvement; and4. Provide human users with a high-level interfa
e for dynami
 s
ene vi-sualization and system tasking.3.3.1 Obje
t Type Classi�
ationBottom-up motion dete
tion and tra
king algorithms (whi
h do not try to�t a priori models to image data) view obje
ts in the s
ene as moving blobsof pixels. The neural network is a standard three-layer network, trained us-ing the ba
kpropagation algorithm. Input features to the network are mea-sured dire
tly from the image blob and 
amera settings: blob dispersedness(perimeter area); blob area; blob aspe
t ratio and 
amera zoom value. Thereare four output 
lasses: single human; human group; vehi
le and 
lutter.This neural network 
lassi�
ation approa
h is fairly e�e
tive for single imageframes; however, one of the advantages of video is its temporal 
omponent.To exploit this, 
lassi�
ation is performed on ea
h blob as it is tra
kedthrough the sequen
e of frames. The 
lassi�
ation results for ea
h frame arekept in a histogram and at ea
h time step, the most likely 
lass label for theblob is 
hosen based on all 
lassi�
ations that have been made for it.11



3.4 Fore
asting Rainfall and FloodsAdvan
es in remote sensing tools range from weather radar to satellite obser-vations. Extensive systems for rainfall estimation, like the NEXt generationRADar (NEXRAD) are in pla
e in 
ountries like the US. Weather radar mea-sure quantities like re
e
tivity at spatially distributed s
ales, whi
h in turnrelate to rainfall rates. Satellites measure brightness temperatures, whi
h areused for 
loud 
lassi�
ation and estimation of rainfall rates. Ground basedmeasurement systems like rain gages measure point rainfall. These sensors
olle
t vast amounts of information.The power of information te
hnology is leveraged to eÆ
iently a
quire,store, retrieve, and use this information. Methods based on Arti�
ial NeuralNetworks (ANN) have been used by several resear
hers in re
ent years inthe area of pre
ipitation estimation and fore
asting. These are 
omplex datadi
tated tools that have been shown to a
t as universal fun
tion approxima-tors, and 
onverge faster than other traditional approximators. ANN basedtools have shown promise in re
ent years for pre
ipitation estimation andfore
asting.A

urate quantitative fore
asting of rainfall for basins with a short re-sponse time is essential to predi
t stream
ow and 
ash 
oods. Neural net-works are used to develop a Quantitative Pre
ipitation Fore
asting (QPF)model that highly improved fore
asting skill at spe
i�
 lo
ations in Pennsyl-vania, using both Numeri
al Weather Predi
tion (NWP) output and rainfalland radiosonde data. Besides using radiosonde and rainfall data, the modelalso uses the satellite-derived 
hara
teristi
s of storm systems su
h as trop-i
al 
y
lones, mesos
ale 
onve
tive 
omplex systems and 
onve
tive 
loud
lusters as input.The 
onve
tive 
lassi�
ation and tra
king system (CCATS) is used toidentify and quantify storm properties su
h as life time, area, e

entri
ity, andtra
k. As in standard expert predi
tion systems, the fundamental stru
tureof the neural network model was learned from the hydro
limatology of therelationships between weather system, rainfall produ
tion and stream
ow12



response in the study area. Here, the present results from the appli
ationof the Quantitative Flood Fore
asting (QFF) model to fore
ast 
oods in 4small watersheds along the leeward side of the Appala
hian mountains inthe mid-Atlanti
 states. Threat s
ores 
onsistently above 0.6 and 
lose to0.8{0.9 were obtained for 18 hour lead-time fore
asts, and skill s
ores up to60% were obtained for the 24 hour lead-time fore
asts.3.5 Hazardous waste managementThe obje
tives are� Designing and applying 
ost-e�e
tive te
hnologies for site restorationand remediation.� Developing pra
ti
es for monitoring, preventing, redu
ing, and 
leaningup air emissions, wastewater dis
harges, and hazardous wastes andobtaining appropriate permits or exemptions.� Condu
ting monitoring, risk assessment, and 
hemi
al analyses to meetregulatory requirements.� Developing and implementing strategies to minimize waste and preventpollution.� Designing and implementing 
ost-e�e
tive ways to manage hazardousand nonhazardous waste streams.� Implementing ways to mitigate potential impa
ts to natural and 
ul-tural resour
es.3.5.1 Smart Pump and TreatConventional 
ow-and-transport models are generally quite slow to predi
tthe e�e
tiveness of some groundwater remediation pumping strategies. Thus,we have been using a smart pump-and-treat approa
h, that is, employing ar-ti�
ial neural networks (ANNs) trained to predi
t time, e�e
tiveness, and
ost data, then harnessed to sear
h for strategies that balan
e timely ande�e
tive 
leanup with minimum 
ost. In one training simulation, we ana-lyzed 28 lo
ations (areas thought to 
ontain groundwater 
ontamination and13



required to be 
leaned up within 50 years) to identify the lowest 
ost sub-set that was as e�e
tive as the full 28-lo
ation set. Analyzes showed thattreating 8 to 13 lo
ations 
ould meet our 
ontainment and removal goals and
ost less than 35% of treating all 28 lo
ations. In the 
urrent simulation,we are using a grid of 225 pumping sites to evaluate strategies involving 50extra
tion and 10 inje
tion pumps. The use of ANNs is 
ru
ial to �nd low-
ost alternatives to redu
e the time and maximize the extent of 
leanup in�ve-year management periods.3.6 Proximity Sensor for Surfa
e ModellingSensor integration represents an a
tive area of investigation in the �eld ofroboti
s and industrial automation. Proximity sensors seem to be quite at-tra
tive for their a

eptable 
osttoperforman
e ratio, as 
ompared to that ofmore expensive sensing te
hniques, e.g., vision or laser range �nding. Neuralnetwork based joint interpretation of UltraSoni
 and InfraRed measurementsprovided by a 
omposite proximity sensor, 
an be used to extra
t geometri
aland morphologi
al features of a 
at target. Among proximity sensors, ultra-soni
 (US) and infrared (IR) dete
tors are parti
ularly interesting in reallifeappli
ations, as one of their most interesting features is that IR re
e
tingbehaviors have well known 
hara
teristi
s of 
omplementarity, fusion of dataprovided by di�erent proximity sensors is therefore a 
ru
ial point to partlyover
ome their limitations.A 
omposite sensor integrates into the same devi
e an US range �nder:the 
ouple of emitting and re
eiving 
apsules and an IR dete
tor: the lightemitting diode and its 
oupled phototransistor. The spatial information pro-vided by the US for interpreting the signal 
oming from the IR sensor 
anbe used to estimate the spe
tral re
e
tivity, known as the \
olor", of a 
attarget, in view of supporting the navigation of a semi autonomous vehi
le, asa sort of \label re
ognizer". An approa
h based on neural networks allows afaster design of the sensor fusion system as well as better performan
e, bothin terms of lower measurement error, lower 
lassi�
ation error probabilityand fewer measurements needed for making a de
ision.
14



3.6.1 Neural Network Appli
ation on Proximity DataThe problem to be addressed in order to interpret the data 
oming from theIR subsystem is to develop a model of the IR output signal vIR to express itsdependen
e on vUS and on the target 
olor. A methodology for re
ognizingthe target 
olor from the sensing devi
e outputs has to be developed. Aneural approa
h is used for both modelling and 
lassi�
ation problem. Bymeans of an exhaustive test of the IR output, a nearly linear dependen
e ofthe IR measurement vIR on 1=d2. A proportionality 
oeÆ
ient �(0 < � � 1)is asso
iated to ea
h 
olor, with value 1 representing WHITE target.The integration of the data provided by the US and IR subsystem 
on-sists of using the US measurements 
on
erning d and � to make a predi
-tion of zW (d; �) = md(d):m�(�). In the 
ase of a WHITE target: the ratio� = vIR=zW is then an estimate of � and is fed to the 
lassi�er. The eÆ-
ien
y of this approximation depends on di�erent fa
tors: the a

ura
y of themodel, the internal noise of the IR sensor and the noise in the US measure-ments. A 
omplex and oversized stru
ture of the network in
reases the riskof over�tting and loss of generalization. In pra
ti
e the network would beprone to training the noise more than the real signal. Thus a more pra
ti
alsolution is to make the 
lassi�
ation pro
ess take into a

ount the aforemen-tioned un
ertainties in a probabilisti
 sense, where possible in
onsisten
y ofthe IR and US data were taken into a

ount in an heuristi
 fashion.Therefore, in proximity sensor data analysis, neural networks are appliedas multilayer per
eptrons having one hidden layer trained with the avail-able experimental data. Network Classi�er is a single layer network trainedto 
lassify the di�erent 
olors. The 
lassi�er is a onehot de
oder with asmany outputs as 
lasses and samples measured with di�erent target 
olorsare used for its training. After training, the network output delivers a 
ontin-uous value in ea
h 
omponent of the output ve
tor, whi
h 
an be interpretedas being proportional to the 
lass probability and used for attributing theinput pattern to one of the 
lasses.Figure: 4 illustrates the neural network appli
ation for Proximity SensorData Analysis. 15
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ation on Proximity Data Analysis4 Fuzzi�
ation of Neural Network for SensorFusionOne of the major problems asso
iated with the appli
ation of neural net-work for sensor fusion is the inability of the NN's to 
ope with sensor failure.Training of the neural network is based on the assumption that sensors areoperational and deliver reasonable data quality. However, in many real-lifes
enarios this assumption is not true. Preliminary experimental data showsthat for a suite of nine sensors, the failure of only one sensor redu
es the
orre
t target identi�
ation 
on�den
e level from near 100% to slightly lowerthan 30%.The imminent solution to this problem is to provide a set of neural net-work realizations, with ea
h realization 
orresponding to a spe
i�
 sensor (or16



sensors) failure. This method is mostly appli
able to the failure of a sin-gle sensor. Ea
h sensor should be tested to assess sensor fun
tionality by
omparing 
urrent sensor reading against a sensor data "
ookbook". Dis-
onne
ting a parti
ular sensor from the sensor suite will be followed by thesele
tion of the 
orresponding NN weight set. In this 
ase, the most suitableNN will always be sele
ted to obtain the best 
on�den
e level. On
e the datais 
olle
ted and pre-pro
essed, ea
h sensor os tested in-situ to determine thesensor's fun
tionality.The sensor fun
tionality is determined by 
omparing the 
urrent sensordata with that sensor's data 
ookbook. The global test results of the sensorfun
tionality are fed into the fuzzy adaptive weight generator, whi
h sele
tsone of the fuzzi�ed sets of inter
onne
ted weights. A parti
ular set of weightsso sele
ted is transferred to the de
ision making NN for the �nal re
all. Pre-liminary results show 60% improvement in the 
on�den
e level 
omparing tostandard �xed NN solutions.5 A Proposed Surveillan
e Model: NeuroServIn this se
tion we propose a model for mobile surveillan
e in a wide-area mil-itary base using neural network based sensor data fusion. Automated featureextra
tion from sensorial data is of key importan
e in military surveillan
e.We 
ategorize sensors are 
ategorized a

ording to the information they pro-vide. Features 
an be 
lassi�ed into buildings, �elds and water-bodies.The features 
an be 
hara
terized using texture i.e. spatial frequen
y ofintensity patterns as observed by the mobile sensing robots. The autonomoussensing-robots are spread a
ross the surveillan
e site (for example Interna-tional Borders) and monitor temperature, relative humidity, moving obje
tsand also providing opti
al inspe
tion 
apability. Lo
ation Servers (LC) andMobile Swit
hing Centers are setup to 
oordinate the lo
ations of individualrobots.
17



5.1 Lo
ation Management in NeuroServIn a large-s
ale s
enario, ea
h robot (Ri: i=1 to n) a
ts as a Mobile Host(MH) in the mobile network. A key issue is of lo
ation management of themobile robots sin
e aggregation of many robots near fewer Lo
ation Serversor Mobile Swit
hing Centers (MSCs) leads to loss of information in otherregions.So, the proposed lo
ation management strategy is to monitor the lo
a-tion of individual robots using regional dire
tories (RDs) with and notifyingthe robot whenever it 
rosses from one 
ell to another so that the robot 
anreturn to original 
ell. The merits of this me
hanism are two-fold: The robot
an sense in a wider area thereby providing a higher resolution opti
al in-spe
tion and the approa
h be
omes widely s
alable for bigger networks andlarger number of robots.5.2 Feature Extra
tion in NeuroServWe propose neural network te
hnology for extra
ting features. Sensors re
ord
ontrast, image-bitmap and send it to the expert-system using a multi-hopmobile network. The expert-system has data regarding sensor 
hara
teristi
sand s
ans the observed data for any abnormality. This implements de
ision-level sensor data fusion. A neural network trained on previous data is usedto 
onstru
t a 
lassi�
ation-system over the observed data.5.3 Merits of NeurServ ModelThe merits of the proposed NeuroServ model are as follows:� Images with low resolution or poor 
ontrast are 
orre
tly 
lassi�edas buildings/plains/water-bodies be
ause of other fusion of data fromother sensors.� High spatial s
alability of the ar
hite
ture over wide-s
ale militarybases su
h as international borders be
ause of use of distributed lo-
ation managements and mobile robots.18



� Cost e�e
tiveness be
ause of usage of heterogenous mobile robots. Het-erogenous robots monitoring image or temperature data 
an be easilymanufa
tured in bulk and provide 
omplimentary data to the expertsystems.� Real-time data analysis be
ause of abstra
tion of data-analysis fromdata-re
ording. Expert systems having high 
omputing powers 
an bespatially very distant from the surveillan
e-site and 
ommuni
ate withthe mobile robots over the mobile network.� Supervised learning 
an improve the a

ura
y of model over time.6 Comparison of Neural Network with OtherApproa
hesIn 1998, the U.S. Defense Advan
ed Resear
h Proje
ts Agen
y (DARPA)initiated an evaluation of its intrusion dete
tion resear
h proje
ts.1 To date,it is the most 
omprehensive s
ientif
 study known for 
omparing the perfor-man
e of di�erent intrusion dete
tion systems (IDSs). MIT's Lin
oln Lab-oratory set up a private 
ontrolled network environment for generating anddistributing sni�ed network data and audit data re
orded on host ma
hines.Network traÆ
 was synthesized to repli
ate normal traÆ
 as well as atta
ksseen on example military installations. Be
ause all the data was generated,the laboratory has a priori knowledge of whi
h data is normal and whi
his atta
k data. The simulated network represented thousands of internalUnix hosts and hundreds of users. Network traÆ
 was generated to repre-sent the following types of servi
es: http, smtp, POP3, FTP, IRC, telnet,X, SQL/telnet, DNS, �nger, SNMP, and time. This 
orpus of data is themost 
omprehensive set known to be generated for the purpose of evalu-ating intrusion dete
tion systems and represents a signi�
ant advan
ementin the s
ienti�
 
ommunity for independently and s
ienti�
ally evaluatingthe performan
e of any given intrusion dete
tion system. TCP/IP data was
olle
ted using a network sni�er and host ma
hine audit data was 
olle
tedusing Sun Mi
rosystem's Solaris Basi
 Se
urity Module (BSM). In addition,dumps of the �le system from one of the Solaris hosts were provided. Thisdata was distributed to parti
ipating proje
t sites in two phases: trainingdata and test data. The training data is data labeled as normal or atta
k19



and is used by the parti
ipating sites to train their respe
tive intrusion de-te
tion systems. On
e trained, the test data is distributed to parti
ipatingsites in unlabeled form. That is, the parti
ipating sites do not know a prioriwhi
h data in the test data is normal or atta
k. The data is analyzed o�-line by the parti
ipating sites to determine whi
h sessions are normal andwhi
h 
onstitute intrusions. The results were sent ba
k to MIT's Lin
olnLabs for evaluation. The atta
ks were divided into four 
ategories: denialof servi
e, probing/surveillan
e, remote to lo
al, and user to root atta
ks.Denial of servi
e atta
ks attempt to render a system or servi
e unusable tolegitimate users. Probing/surveillan
e atta
ks attempt to map out systemvulnerabilities and usually serve as a laun
hing point for future atta
ks. Re-mote to lo
al atta
ks attempt to gain lo
al a

ount privilege from a remoteand unauthorized a

ount or system. User to root atta
ks attempt to el-evate the privilege of a lo
al user to root (or super user) privilege. Therewere a total of 114 atta
ks in 2 weeks of test data in
luding 11 types of DoSatta
ks, 6 types of probing/surveillan
e atta
ks, 14 types of remote to lo
alatta
ks, 7 types of user to root atta
ks, and multiple instan
es of all typesof atta
ks. The atta
ks in the test data were also 
ategorized as old versusnew and 
lear versus stealthy. An atta
k is labeled as old if it appeared inthe training data and new if it did not. When an attempt was made to veilan atta
k, it was labeled as stealthy, otherwise it was labeled as 
lear. Thereason we present this evaluation study is be
ause we believe it to representthe true state of the art in intrusion dete
tion resear
h. As su
h, it repre-sents the foundation of more than 10 years of intrusion dete
tion resear
hupon whi
h all future work in intrusion dete
tion should improve. From thisstudy, we 
an learn the strengths of 
urrent intrusion dete
tion approa
hes,and more importantly, their weaknesses. Rather than identifying whi
h sys-tems performed well and whi
h did not, we simply summarize the results ofthe overall best 
ombination system. Lin
oln Laboratory reported that if thebest performing systems against all four 
ategories of atta
ks were 
ombinedinto a single system, then roughly between 60 to 70 per
ent of the atta
kswould have been dete
ted with a false positive rate of lower than 0.01%, orlower than 10 false alarms a day. This result summarizes the 
ombinationof best systems against all of the atta
ks simulated in the data. It showsthat even in the best 
ase s
enario over 30by undete
ted. However, the goodnews is that the false alarm rate is a

eptably low enough that the te
hniques
an s
ale well to large sites with lots of traÆ
. Further analysis showed thatmost of the systems reliably dete
ted old atta
ks that o

urred within the20



training data with low false alarm rates. These results apply primarily to thenetwork-based intrusion dete
tion systems that pro
essed the TCP/IP data.This result is en
ouraging, but not too surprising sin
e most of the evaluatedsystems were network-based misuse dete
tion systems.7 Con
lusionNeural Networks are exhaustively applied in Sensor Data Fusion. AutonomousMobile Robots develop a lo
al environment representation using sensorialdata. Misuse and anomaly intrusion dete
tion 
an be performed by neu-ral network, learning from user behaviors. Neural Network approa
hes areapplied in multisensor surveillan
e to integrate data from spatially distantsour
es. Neural Networks are extensively used in weather for
asting, haz-ardous waste management and proximity sensing for surfa
e modelling. Fuzzyapproa
hes for neural networks shows signi�
ant improvements in 
on�den
elevel of sensor data over �xed neural networks.Referen
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